WISEMAN CYBERSEC

CERTIFIED INFORMATION SECURITY MANAGER (CISM) N anc

Duration 32 Hours (Weekend Program - 4 Weekends, Sat & Sun)

Level Managerial | Governance, Risk & Compliance

COURSE SNAPSHOT

The Certified Information Security Manager (CISM) course by Wiseman CyberSec prepares
professionals to lead enterprise information security programs with a managerial mindset.
This course blends governance, risk, and compliance knowledge with practical tools, case
studies, and templates to ensure participants are ready for the CISM exam and real-world
roles.

LEARNING OBJECTIVES

e Align information security governance with enterprise goals.

e Conduct risk assessments and implement risk management frameworks.

¢ Develop and manage a security program aligned with business objectives.

e Establish incident response, business continuity, and disaster recovery plans.
¢ Think like a manager to successfully clear the CISM exam.

COURSE STRUCTURE

INTRODUCTORY MODULE - THE CISM MINDSET & EXAM STRATEGY

e Managerial mindset for exam success.
e Exam structure, study resources & practice techniques.
¢ Internal & external influences on security strategy.

DOMAIN 1 - INFORMATION SECURITY GOVERNANCE

Focus: Aligning security strategy with enterprise goals & stakeholder
expectations.

« Enterprise Governance:

» Organisational culture

o Legal, regulatory & contractual requirements

» Roles & responsibilities in governance
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Information Security Strategy:

e Developing an information security strategy

e Frameworks & standards for governance

e Strategic planning - budgets, resources, business cases

BE WISE , BE SECURE

Focus: Identify, assess, respond to, and monitor security risks.
Risk Assessment:

e Emerging risks & threat landscape

¢ Vulnerability & control deficiency analysis

¢ Risk assessment methodologies

Risk Response:

¢ Risk treatment options

e Assigning ownership of risk & controls

e Monitoring & reporting risk to stakeholders

Focus: Establishing, managing, and maintaining security program elements & resources.
Program Development:

e Resources: people, tools, technologies

e Information asset identification & classification

e Frameworks, standards & policies

e Program metrics & measurement

Program Management:

e Control design, implementation & testing
e Security awareness & training programs
e Managing third-party/external services

e Communication & reporting

Focus: Detecting, responding to, and recovering from security incidents.
Incident Management Readiness:

¢ IR Plan, BIA, BCP & DRP

e Incident classification & categorization

¢ IR team training, testing & evaluation

Incident Operations:

e Tools & techniques for IR

e Incident investigation, containment & eradication
e Communications & escalation process

e Post-incident reviews & lessons learned
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TRAINING COURSE DELIVERY FORMAT

e Duration: 32 Hours (Intensive Bootcamp)

e Mode: Live Online + Access to Recordings

e Resources Provided: ISACA CISM Review Manual, ISACA QAE Database,
Case Studies, Governance Framework Templates, Risk Register Templates

ADDITIONAL SUPPORTING ELEMENTS

¢ Business case development for InfoSec investments.

e Stakeholder engagement & leadership communication.

e Metrics & reporting frameworks.

e Integration of governance, risk, and compliance into business processes.
e Table-top exercises & incident simulation testing.

WHO SHOULD ATTEND?

¢ IT Managers & Security Professionals transitioning into leadership roles.
e Information Security Analysts, Consultants, and Architects.

¢ Risk Managers & Governance/Compliance Specialists.

¢ Professionals aspiring for CISO or senior leadership roles.

CERTIFICATION & BENEFITS

e Prepares you thoroughly for ISACA’s CISM Exam

e Earn Wiseman CyberSec Certificate of Completion

e Career advancement in GRC & Security Leadership

e Access to Wiseman CyberLabs for simulated risk & incident scenarios

BE WISE , BE SECURE
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