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Hands-on, job-ready
cybersecurity training
for individuals, teams,
and institutions
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WISEMAN CYBERSEC

BE WISE , BE SECURE

BUILDING A SAFER DIGITAL TOMORROW

Wiseman CyberSec designs and delivers hands-on, role-aligned
cybersecurity training for professionals and organizations,
enabling them to design, implement, and manage security
solutions across real-world enterprise environments. Our ;

! ; KNOWLEDGE
programs span offensive, defensive, IAM, and GRC and other FOR A STRONGER
domains, and are practical, customizable, and aligned with modern TOMORROW
enterprise needs—developed in collaboration with globally
recognized certification bodies.

CYBERSECURITY

&%

VISION GOALS
To become a global leader To build cybersecurity Empowering cybersecurity
in cybersecurity training talent and security professionals and building
and solutions, starting solutions that work— smarter tools & cybersecurity
from India and securing training people, solutions for a safer
the world. < strengthening organizations, digital world.

securing the world.
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TRAINING

DELIVERY MODES

Choose the mode that fits your schedule, team goals, and desired
outcomes. All formats emphasize tool-based learning, real
scenarios, and practical implementation.

PUBLIC BATCHES 1-ON-1 TRAINING CORPORATE TRAINING COLLEGE PARTNERSHIP

PROGRAMS

Regular instructor-led Personalized training Tailored programs for s
batches covering in- aligned to your role and organizations with focus on Inﬁgﬁ;);éﬁggrgtebd;[:grams
demand domains with career goals. Hands-on, skill enhancement, :Iorkshlops uegt Iecturz,&;
interactive sessions and tool-based learning compliance alignment, and . ' 9 X

. : W d and live hackathons to boost
guided practice. delivered by industry practical implementation. =

: employability.
professionals. '
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From
Learning
to

Earning

Learn
Practice
Grow

= Stronger
Teams
Safer
Businesses

HOW TRAINING WORKS

Our approach is built for outcomes: you practice on real tools, follow job-role
workflows, and leave with artifacts you can apply at work (checklists, playbooks, 2
mini-projects, and lab exercises). é[//
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Practical, tool-based Guided labs and Mentorship and career Optional access to é)

learning (SOC, SIEM, scenarios aligned to guidance for role Wiseman CyberLabs -

Cloud, GRC, Pentest, IR) real-world incidents targeting and skill gaps for hands-on practice -
and audits

LEARN
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BE WISE , BE SECURE

TRAINING SECTION

Secure ldentities.

IDENTI I | & AccEss . Enable Possibilities.

Build, manage, and secure modern identity ecosystems
with hands-on, real-world training.

CyberArk PAS Fundamentals

Microsoft /
Entra ID
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SailPoint IdentityNow Training (IAM page) + L
SailPoint IdentitylQ Implementation (training list)  Active Directory |

okta

ei_ CyberArk Advanced Hands-On

Okta

(AD/LDAP) | SS0O | MFA
\ ATl‘?IE E" Eé}; = Federation
“ |\ Microsoft SC-300: Identity and Access | /d
. Administrator .
Okta Identity Cloud Training + Okta (IAM) 6 / o
(training list) A 4 y
Delinea SAML | OAuth2
PAM 0IDC | SCIM
Bt IAM Foundation To Advance

WHAT YOU'LL GAIN

Practical skills
on industry-leading
tools

O

Real-world Stronger career Guidance from
implementation opportunities in |AM industry experts
experience | and identity security

STRONGER SAFER BRIGHTER LEARN
IDENTITIES ORGANIZATIONS OPPORTUNITIES SECURE
LEAD
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v .. COMPREHENSIVE TRAINING
FOR A SAFER TOMORROW

Comprehensive training across offensive, defensive, cloud, privacy/compliance,
and emerging technology domains.

2. DEFENSIVE SECURITY (SOC

1. FOUNDATION & ESSENTIALS

Build your cybersecurity foundation Detect, respond and stay ahead

» Security Information & Event
Management (SIEM) Training
(Splunk, QRadar, ELK) INVESTIGATE

Security Operations Center (SOC) RESPOND
Analyst Training

SOC L1,L2, L3 & SOC Manager
® Threat Intelligence & Hunting
» Incident Response & Digital Forensics

® Endpoint Detection & Response (EDR)
Mastery

» Log Analysis & Threat Detection
» Defensive Cybersecurity Strategies

® Cyber Threat Intelligence (CTI) & MITRE L
ATT&CK Framework

® Advanced Blue Team Operations

Introduction to Cybersecurity (CC by ISC2)
CompTIA Security+ Certification Training
Cybersecurity for Beginners
Fundamentals of Network Security

Linux Security Essentials

Windows Security & Hardening

Introduction to Cyber Threats & Ethical
Hacking

3. CLOUD SECURITY

Secure modern infrastructure

4. OFFENSIVE SECURITY (VAPT)

Think like an attacker. Build stronger defences.

e Certified Cloud Security Professional (CCSP) JESIESEES CagediErticalliacke(CELY) UL

SCALE @ Offensive Security Certified Professional EXPLOIT
® AWS Certified Security - Specialty INNOVATE (OSCP) K | STREGHTHEN
® Azure Security Engineer Certification s / ?g:g:;e‘j Web Application Penetration

® Google Cloud Security Training Network Penetration Testing

Mobile Application Penetration Testing
API Security Testing

Wireless Network Penetration Testing

Reverse Engineering & Malware Analysis

® Cloud Penetration Testing
® DevSecOps & Secure CI/CD Pipelines

® Container Security (Docker, Kubernetes) |

e & & ©& & ®

Red Team Operations & Adversary
Simulation

Bug Bounty Hunting & Exploit Development

o Zero Trust Architecture & Cloud Security i
Best Practices

“0s @ CYBERSECURITY
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LEARNING SCENARIOS SKILLS GROWTH
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Build in-demand skills across governance, privacy, emerging technologies and more.

5. GRC, PRIVACY & COMPLIANCE

Govern with confidence. Stay compliant.

COMPLIANCE
BUILDS
TRUST

ISO/IEC 27001 Lead Auditor (LA)
ISO/IEC 27001 Lead Implementer (LI)
ISO/IEC 31000 Risk Management
PCI DSS Compliance & Implementation
COBIT Governance Framework
CRISC (IT Risk Management)

CISA (Information Systems Audit)
Data Protection & Privacy (DPDP Act)
GDPR Compliance & Data Privacy
DPO (Data Protection Officer) Training %4
Audit, Risk & Compliance (ARC)

IT Governance & Risk Management

WISEMAN CYBERLABS

PRACTICE. EXPERIMENT. BUILD REAL SKILLS.

® And more specialized programs...

6. EMERGING TECHNOLOGIES & O

Stay ahead. Build what's next.

EXPLORE
INNOVATE
SECURE

ISO/IEC 42001 - Al Management Systems
Al Security & Governance

Generative Al for Security Professionals
Security for Al/ML Systems

Cloud Security Alliance — CCSK
Cloud Auditing Knowledge - CCAK
Internet of Things (loT) Security
Operational Technology (OT) Security
ICS/SCADA Security

Mobile & Application Security

Blockchain Security Fundamentals

REAL TOOLS

Optional access to Wiseman CyberLhabs for HANDS-ON
hands-on practice with real tools, real scenarios, LEARNING
and a safe learning environment. FOR A

SAFER WORLD
{:6} Real-world lab -
environment =)

(14 Bridging the gap between knowledge and real-world expertise. 9

REAL SCENARIOS
REAL CAREEERS

WISEMAN CYBERLABS
PRACTICE | EXPERIMENT | GROW

Industry-standard
tools

Build portfolio-ready
projects

Guided exercises
and scenarios

—_—
LEARN
1 Y
SKILLS OPPORTUNITIES SECURIT SECURE
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MORE THAN A COURSE.
A COMPLETE LEARNING JOUR

Designed for professionals, students, and organizations who want practical skills

O >

LEARNING EXPERIENCE

WISEMAN CYBERSEC

BE WISE . BE SECURE

LIVE INTERACTIVE HANDS-ON LABS LMS ACCESS GUIDANCE FROM
SESSIONS & REAL SCENARIOS & SESSION RECORDINGS INDUSTRY EXPERTS
CAREER GUIDANCE PRACTICE TESTS WHATSAPP MASTERCLASSES
& INTERVIEW PREPARATION & ASSESSMENTS POST-TRAINING SUPPORT & LEARNING COMMUNITY

PRACTICAL LEARNING * CONTINUOUS SUPPORT * CAREER-ALIGNED GROWTH

BEYOND TRAINING

We support you beyond the classroom, because your success matters.

Mentorship Resume & LMS Recordings WhatsApp Masterclasses
& Career Guidance Interview Support for Continuous Learning Post-Training Suppart & Expert Sessions

INVEST

IN SKILLS. '

BUILD SKILLS
WHAT’S NEXT. CONFIDENCE

PPORTUNITIES
A SAFER TOMORROW ’
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YOUR NEXT STEP -
207 SKiL

LEARN TODAY. ==
LEAD TOMORROW. “m#==

Gain in-demand skills, work on real-world scenarios, <
and be part of a growing community of cybersecurity (| CONFIDENCE
professionals with Wiseman CyberSec. -

i]?
Expert-Led Training [ 1
Learn from industry professionals
with real-world experience.

Hands-On Learning

Work on real tools, labs and
practical scenarios.

Career-Focused

Build job-ready skills and advance
in your cybersecurity career.

Support Beyond Training
LMS access, session recordings and
ongoing community support.

Be Part of a Bigger Mission

Join a community working towards
a safer, more resilient digital world.

READY TO START @xpmaﬁ TRAINING PROGRAMS —»

YOUR JOURNEY?  _ ~-

- ©) -

Explore our training programs and take the next step Flexible Live Online Certification Lifelong
towards a successful career in cybersecurity. Schedules Sessions Guidance Learning Support
iR, ) i SKILLED
Cybersecurity is not just a career choice, . PEOPLE
it ; SAFER
it’s a chance to make a real difference. e
—
LEARN

SECURE
@ info@wisemancybersec.com @ 7042056915 @ www.wisemancybersec.com ‘ m n LEAD



